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For: Noting

1. Purpose of paper

1.1 To update Members of the Authority on the progress of the
BTPA Strategic Risk Register (SRR). The SRR was last submitted
and scrutinised by the Audit Committee on 31 May 2012.

1.2 The Chief Executive, Authority Finance Director and members of
the Authority Senior Management Team (SMT) have met and
reviewed the existing operational and strategic risks. It was
agreed by SMT that the operational risks would not be
presented to the Audit Committee.

2. Work completed
2.1 The Authority’s SRR is detailed in Appendix A.

2.2 The risks were last reviewed and updated by the SMT on the 3
May 2012. The register is reviewed and updated regularly.

2.3 No risks have currently been escalated by the BTP for inclusion
on the BTPA Strategic Risk Register.

3. Table of strategic risk ratings

The following table indicates the current ratings of all Authority
strategic risks. Since the last meeting, risks ASR51 (failure of BTPA to
have a charging mechanism in place by 1 April 2013) and ASR53
(outcome of Comprehensive spending review), are considered
ALARP.
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* Risks are now considered ALARP

The risks can be grouped into the following areas:
e Pensions;
e Current charging regime to March 2013 and
e PSA contracts and charging post 2013/14 and

e Budgetary constraints.

A number of the risks can only be managed to a certain level and the
Authority highlights those outside of our control to the DfT. We
continue to share our strategic risk registers with the DfT at our bi-
monthly meetings.

Pension risks
(ASR57)

e Investment Risk in relation to the pension scheme - Meetings
have been held with RPMI where the timing strategy has been
discussed. The strategy will be changed once the unauthorised
pensions issue has been satisfactory completed.

Risks of the post 2013/14 PSA and charging regime
(ASR50, ASR51, ASR52, ASR56 and ASR59)

e Failure to have PSA in place for March 2013 - BTPA have
received a number of written responses to the consultation,
and individual responses have been prepared and are awaiting
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approval. The key issues that have been raised have been
shared with the DfT.

e Failure to have a charging regime with effect from April 2013 -
This risk has been moved to ALARP. Meetings have taken place
with those PSA holders who requested them where the
charging model was explained in detail. For those PSA holders
currently charged via fixed proportion mechanism, they will
shortly receive notification of what their 2012/13 charges would
have been if based on the charging model to assist in their
budget setting processes for 2013/14.

e Successful challenges to the new charging regime post 2013/14
lead to a budget deficit - The wording within clause 5.5(d) of
the new PSA, if agreed will not result in BTPA having a budget
deficit. To enable this risk to be mitigated further is dependant
on the risk rating and mitigating actions taking place for
ASR50 and ASR5I.

e London Underground Charges and Governance - A number of
meetings have taken place in connection with this where TfL
have requested further clarification on a few items. These are
currently being dealt with. It is anticipated that the new pan
London agreement will be in place by 30 June 2012.

e The 2012-13 charging model imposes increased charges for
some PSA holders who may subsequently challenge the model
- All 2012-13 charging letters were sent to the PSA holders by
30 March 2012. No issues or gueries have been received by
BTPA in relation to them. All major PSA holders have paid at
least one of the two invoices raised regarding the 2012/13
charges, therefore we consider that this risk can be closed at
the next Audit Committee..

Other Risks (ASR53)

e The outcome of the CSR and the McNulty review may reduce
the revenue and capital that the BTPA can raise - The Strategy
Group are leading on this, and this is where the MTFP was
presented. This is now considered ALARP.

4. Potential new risks

4.1 At the last Audit meeting two potential risks were raised around
forthcoming changes to Police Regulations. and the impact of
the new Police and Crime Commissions (PCC) on BTP/A. This
was discussed and although it is an important and high priority
to the Authority, it is not considered to be a strategic risk.
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4.2 A potential risk around EPSAs has been highlighted, which
relates to the obligation to a new franchisee to assume an
existing EPSA with the previous franchisee in the rail re-
franchising process. This has been raised with the DfT
Sponsorship team and will be assessed at our next risk meeting
in the Executive. Although it is worth noting that of the current
EPSAs in place £2m relate to franchises and the remaining £14m
relate to users not in franchises, such as TfL and Network Rail.

5. Recommendation

The Committee is asked to note the attached strategic risks.
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ASR53 Open |The outcome of the Comprehensive Spending Review and the McNulty review may reduce the revenue and capital that the BTPA can raise. (13/09/10
Action 1: BTPA to review the Command Paper that was released on 7|31-Mar-12
CPR and McNulty Review to be assessed and taken into accountto |March 2012 to assess the implications for BTP/A
influence Strategic Plan, Policing Plan and Budget by March 2011.
Chie_f Finance Expanding the remit may give economies of scope and thus mitigate
Executive | o octo reduction of service.
to the the BTPA 3 4 31-Mar-12 3 4
BTPA
BTP currently reviewing efficiency measures and prioritising output.
ASR52 Open | Challenges to the new charging mechanism (effective 2013/14) leads to a budget shortfall (8/2/10)
Action 1: BTPA to work up principles to underpin a possible new 31-Mar-12
. model and consult with PSA holders and other stakeholders.
Charging sub-group
Action 2:BTPA to adopt a low risk approach
Finance Finance
Director to | Director to Project control group
the BTPA | thesTPA | 2 | 3 & Si-Mar13 | 3 | 3
Action 3:BTPA to assess risks and produce a plan to mitigate those
risks.
DfT Engagement throughout process
ASR50 Open | Failure of BTPA to havea signed PSA in place by 1 April 2013 leads to PSA holders being in breach of their licence requirements (8/2/10)
Action 1 : Share agreement with PSA rail industry 31-Mar-12
Draft PSA submitted to DFT
. X . Action 2: BTPA to agree draft with DFT.
Bi-monthly meetings with DfT -
Chief Chief
Executive Executive to
to the the BTPA 1 3 31-Mar-13 3 3
BTPA
ASR59 Open | The 2012-13 charging model imposes increased charges for some PSA holders who subsequently challenge the model
Charges are calculated with up to date data Action 1: Improve scrutiny of the new model charges for 2012/13 31-Mar-12
Data integrity is much higher than with previous models which were[Action 2: Schedule programme of meetings with affected Finance 31-May-12
successfully challenged Directors if requested in April 2012
Action 3: Ensure all shifts in trends are able to be explained and 31-Mar-12
defended
BTP verification of the data and model used
Finance Finance
Director to | Director to
4 4 30-Jun-12 2 4 8
the BTPA | the BTPA Liaison with all Finance Directors of companies affected by the model
Revised Governance procedures
Loan agreement with DfT in place in case of default
ASR57 Open | Investment Risk in relation to the Pension Scheme - The profile of the investments held for the police officers is not matched to the profile of Membership (1/03/11)
Action 1: Pension subgroup reviewing the investment strategy with 30-Sep-11
Pensions sub group with 4 members on it, established in February  |professional support from Punter Southall
2011 to review the investments and Governance of the scheme.
Action 2: Pension subgroup reviewing the Governance around 31-Mar-12
Quarterly review of investments by Authority Finance Director and investments and management of the scheme.
Finance Finance Director of Finance & Corporate Services management committee
Director to | Director to Action 3: Annual updates on valuation in between 3 year formal 31-Dec-11
the BTPA | the BTPA 2 4 ¥ valuation 31-Dec-12 2 4 8
Action 4: Additional focus on pensions at Authority meetings
Any changes in strategy proposed by the Trustee must be agreed by
the Employer
ASR56 Open LU Ltd Choose to reduce the policing level required from the BTPA or removes it completely leading to a budget deficit and a surplus of resources.
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The contractual relationship between LU and BTPA is not based in
statute and policing services might be, or be claimed to be provided
more efficiently and effectively by another Force. This could lead to a
change in policing requirement which is more rapid than the
BTP/BTPAs ability to respond to it.

Action 1:To determine the contractual relationship between TFL and
the BTPA and assess the implications of that relationship.

31-Mar-12

BTPA

Chief Finance Reviewing the E/PSA and ensuring implementation or processes and
Executive Director to that processes are adequate
to the h 3 - - - 30-Jun-12
gTpA | theBTPA Exposing the calculation of LU overhead to the Finance Group
To establish the ownership and control of assets and equipment
which are used on a shared basis.
ASR51 Open | Failure of BTPA to have a charging mechanism to support the new PSA by 1 April 2013 results in an inability to charge PSA holders
Charging group in place Action 1: Consult industry during development of charging model if ~ |30-Sep-12
required
Arrangements for new PSA holders to have charges set annually in|Action 2: Assess the implications which arise from the decision on the |30-Sep-11
place arbitration process with ATW
. . Action 3: To review and assess the implications of the 24-Mar-11
£ Ch":_f Finance DIT engagement during draft of new PSA (SR50) Comprehensive Spending Review and the McNulty Review.
xecutive | . - - FT— o -
’ . Action 4: T th licat f th t.- l -
o the ?ljlreeg?;,i) 4 Reducing ASRS1 as much as possible ction 0 assess the implications of broadening the remi I:igj:ld no new 31-Mar-13
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BRITISH NOT PROTECTIVELY MARKED
TRANSPORT
POLICE
Report to: Police Authority
Agenda item: 8.3
Date: 12 June 2012
Subject: BTP Strategic Risk Report
Sponsor: Deputy Chief Constable
For: Information

1. PURPOSE OF PAPER

1.1 To provide members with a quarterly update on British Transport Police’s (BTP)
Strategic Risk Register (SRR). The SRR is attached at Appendix A and was reviewed in
detail by Audit Committee on 31 May 2012.

2. BACKGROUND

2.1 The following table indicates the current ratings of all strategic risks:

Probable and

Imminent (4)

Probable (3)

Possible (2)

€Probability =2

Remote (1)

Impact = Minor (1) Moderate (2) | Significant (3) Major (4)

2.2 Since the last report no new risks have been added to the SRR and no risks have been

closed.

2.3 Anupdate on the current risks is as follows:

o SRA41 - Disaster Recovery - Risk Rating Unchanged
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Work to prepare the Disaster Recovery (DR) suite for the installation of the new servers
is complete. The servers that will host the DR suite were constructed at FHQ and
transported to Birmingham on 23 May 2012. Pending successful completion of testing,
this should allow this strategic risk entry to be closed in June 2012. Completion of the
project will also provide an environment for updates and patches to BTP systems to be

tested prior to roll out across the organisation.

e SR56 — Cable Theft - Risk Rating Unchanged
The 2011/12 performance for metal theft for 2011/12 showed a 16% reduction in the
number of metal theft offences, a detection rate for live offences of 17% and 25% for
non-live, with a total of 618 arrests made throughout the year. A detailed update on the
progress being made against metal theft is included in the Chief Constable’s report to
this meeting.

e SR61 — Counter Terrorism - Risk Rating Unchanged
BTP has had the ability to deploy firearm trained officers since 24 February 2012. Work
continues to identify options to change primary legislation to ensure BTP has
equivalent powers to those of Home Office police forces in relation to the ability to

deploy its firearms capability.

e SR62 — Scottish Police Service - Risk Rating Unchanged
This risk rating remains unchanged following submission of the joint BTP and BTPA
response to the Scottish Government consultation in relation to the Police and Fire
Reform (Scotland) Bill. Initial concerns that the content of the Bill would reduce the
powers of BTP officers have been addressed by recognition by both BTP/A and the
Scottish Government of the need for an Order under Section 104 of the Scotland Act.

e SR63 — WAN Project - Risk Rating Unchanged
The majority of BTP sites have now transferred to the new WAN. However, the
extension of the programme of work into 2012/13 has necessitated the provision of

funding to cover the extension of the existing Global Crossing contract. Following
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completion of the project an end-of-project review will be commissioned to ensure any

areas of learning.

¢ SR64 — Medium Term Financial Uncertainty - Risk Rating Unchanged
Following consideration of the controls in place to manage this risk including provision
for exit points and early termination of contracts within BTP’s standard terms and
conditions together with the scope of the Medium Term Financial Plan, all identified
actions have been discharged and the likelihood rating reduced. The risk will be

retained on the SRR for monitoring purposes and will subject to quarterly review.

3. RECOMMENDATIONS
3.1 That members note the quarterly update on BTP’s SRR.
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