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Subject: BTPA Risk Register T: 020 7383 0259
F: 020 7383 2655
Sponsor: Authority Finance Director www.btpa.police.uk
For: Noting

1. Purpose of paper

1.1 To update Members of the Audit Committee on the progress of
the BTPA Strategic Risk Register (SRR). The SRR was last
submitted to the Audit Committee on 20 March 2012.

1.2 The Chief Executive, Authority Finance Director and members of
the Authority Senior Management Team (SMT) have met and
reviewed the existing operational and strategic risks. It was
agreed by SMT that the operational risks would not be
presented to the Audit Committee.

2. Work completed
2.1 The Authority’s SRR is detailed in Appendix A.

2.2 The risks were last reviewed and updated by the SMT on the 3
May 2012. The register is reviewed and updated regularly.

2.3 No risks have currently been escalated by the BTP for inclusion
on the BTPA Strategic Risk Register.

3. Table of strategic risk ratings

The following table indicates the current ratings of all Authority
strategic risks. Since the last meeting, risks ASR51 (failure of BTPA to
have a charging mechanism in place by 1 April 2013) and ASR53
(outcome of Comprehensive spending review), are considered
ALARP.
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* Risks are now considered ALARP

The risks can be grouped into the following areas:
e Pensions;
e Current charging regime to March 2013 and
e PSA contracts and charging post 2013/14 and

e Budgetary constraints.

A number of the risks can only be managed to a certain level and the
Authority highlights those outside of our control to the DfT. We
continue to share our strategic risk registers with the DfT at our bi-
monthly meetings.

Pension risks
(ASR57)

e Investment Risk in relation to the pension scheme - Meetings
have been held with RPMI where the timing strategy has been
discussed. The strategy will be changed once the unauthorised
pensions issue has been satisfactory completed.

Risks of the post 2013/14 PSA and charging regime
(ASR50, ASR51, ASR52, ASR56 and ASR59)

e Failure to have PSA in place for March 2013 - BTPA have
received a number of written responses to the consultation,
and individual responses have been prepared and are awaiting
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approval. The key issues that have been raised have been
shared with the DfT.

e Failure to have a charging regime with effect from April 2013 -
This risk has been moved to ALARP. Meetings have taken place
with those PSA holders who requested them where the
charging model was explained in detail. For those PSA holders
currently charged via fixed proportion mechanism, they will
shortly receive notification of what their 2012/13 charges would
have been if based on the charging model to assist in their
budget setting processes for 2013/14.

e Successful challenges to the new charging regime post 2013/14
lead to a budget deficit - The wording within clause 5.5(d) of
the new PSA, if agreed will not result in BTPA having a budget
deficit. To enable this risk to be mitigated further is dependant
on the risk rating and mitigating actions taking place for
ASR50 and ASR5I.

e London Underground Charges and Governance - A number of
meetings have taken place in connection with this where TfL
have requested further clarification on a few items. These are
currently being dealt with. It is anticipated that the new pan
London agreement will be in place by 30 June 2012.

e The 2012-13 charging model imposes increased charges for
some PSA holders who may subsequently challenge the model
- All 2012-13 charging letters were sent to the PSA holders by
30 March 2012. No issues or gueries have been received by
BTPA in relation to them. All major PSA holders have paid at
least one of the two invoices raised regarding the 2012/13
charges, therefore we consider that this risk can be closed at
the next Audit Committee..

Other Risks (ASR53)

e The outcome of the CSR and the McNulty review may reduce
the revenue and capital that the BTPA can raise - The Strategy
Group are leading on this, and this is where the MTFP was
presented. This is now considered ALARP.

4. Potential new risks

4.1 At the last Audit meeting two potential risks were raised around
forthcoming changes to Police Regulations. and the impact of
the new Police and Crime Commissions (PCC) on BTP/A. This
was discussed and although it is an important and high priority
to the Authority, it is not considered to be a strategic risk.
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4.2 A potential risk around EPSAs has been highlighted, which
relates to the obligation to a new franchisee to assume an
existing EPSA with the previous franchisee in the rail re-
franchising process. This has been raised with the DfT
Sponsorship team and will be assessed at our next risk meeting
in the Executive.

5. Recommendation

The Committee is asked to note the attached strategic riskcs.
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ASR53 Open |The outcome of the Comprehensive Spending Review and the McNulty review may reduce the revenue and capital that the BTPA can raise. (13/09/10
Action 1: BTPA to review the Command Paper that was released on 7|31-Mar-12
CPR and McNulty Review to be assessed and taken into accountto |March 2012 to assess the implications for BTP/A
influence Strategic Plan, Policing Plan and Budget by March 2011.
Chie_f Finance Expanding the remit may give economies of scope and thus mitigate
Executive | o otto reduction of service.
to the the BTPA 3 4 31-Mar-12 3 4
BTPA
BTP currently reviewing efficiency measures and prioritising output.
ASR52 Open | Challenges to the new charging mechanism (effective 2013/14) leads to a budget shortfall (8/2/10)
Action 1: BTPA to work up principles to underpin a possible new 31-Mar-12
. model and consult with PSA holders and other stakeholders.
Charging sub-group
Action 2:BTPA to adopt a low risk approach
Finance Finance
Director to | Director to Project control group
the BTPA | thesTPA | 2 | 3 & Si-Mar13 | 3 | 3
Action 3:BTPA to assess risks and produce a plan to mitigate those
risks.
DfT Engagement throughout process
ASR50 Open | Failure of BTPA to havea signed PSA in place by 1 April 2013 leads to PSA holders being in breach of their licence requirements (8/2/10)
Action 1 : Share agreement with PSA rail industry 31-Mar-12
Draft PSA submitted to DFT
. X . Action 2: BTPA to agree draft with DFT.
Bi-monthly meetings with DfT -
Chief Chief
Executive Executive to
to the the BTPA 1 3 31-Mar-13 3 3
BTPA
ASR59 Open | The 2012-13 charging model imposes increased charges for some PSA holders who subsequently challenge the model
Charges are calculated with up to date data Action 1: Improve scrutiny of the new model charges for 2012/13 31-Mar-12
Data integrity is much higher than with previous models which were[Action 2: Schedule programme of meetings with affected Finance 31-May-12
successfully challenged Directors if requested in April 2012
Action 3: Ensure all shifts in trends are able to be explained and 31-Mar-12
defended
BTP verification of the data and model used
Finance Finance
Director to | Director to
4 4 30-Jun-12 2 4 8
the BTPA | the BTPA Liaison with all Finance Directors of companies affected by the model
Revised Governance procedures
Loan agreement with DfT in place in case of default
ASR57 Open | Investment Risk in relation to the Pension Scheme - The profile of the investments held for the police officers is not matched to the profile of Membership (1/03/11)
Action 1: Pension subgroup reviewing the investment strategy with 30-Sep-11
Pensions sub group with 4 members on it, established in February  |professional support from Punter Southall
2011 to review the investments and Governance of the scheme.
Action 2: Pension subgroup reviewing the Governance around 31-Mar-12
Quarterly review of investments by Authority Finance Director and investments and management of the scheme.
Finance Finance Director of Finance & Corporate Services management committee
Director to | Director to Action 3: Annual updates on valuation in between 3 year formal 31-Dec-11
the BTPA | the BTPA 2 4 ¥ valuation 31-Dec-12 2 4 8
Action 4: Additional focus on pensions at Authority meetings
Any changes in strategy proposed by the Trustee must be agreed by
the Employer
ASR56 Open LU Ltd Choose to reduce the policing level required from the BTPA or removes it completely leading to a budget deficit and a surplus of resources.






The contractual relationship between LU and BTPA is not based in
statute and policing services might be, or be claimed to be provided
more efficiently and effectively by another Force. This could lead to a
change in policing requirement which is more rapid than the
BTP/BTPAs ability to respond to it.

Action 1:To determine the contractual relationship between TFL and
the BTPA and assess the implications of that relationship.

31-Mar-12

BTPA

Chief Finance Reviewing the E/PSA and ensuring implementation or processes and
Executive Director to that processes are adequate
to the h 3 - - - 30-Jun-12
gTpA | theBTPA Exposing the calculation of LU overhead to the Finance Group
To establish the ownership and control of assets and equipment
which are used on a shared basis.
ASR51 Open | Failure of BTPA to have a charging mechanism to support the new PSA by 1 April 2013 results in an inability to charge PSA holders
Charging group in place Action 1: Consult industry during development of charging model if ~ |30-Sep-12
required
Arrangements for new PSA holders to have charges set annually in|Action 2: Assess the implications which arise from the decision on the |30-Sep-11
place arbitration process with ATW
. . Action 3: To review and assess the implications of the 24-Mar-11
£ Ch":_f Finance DIT engagement during draft of new PSA (SR50) Comprehensive Spending Review and the McNulty Review.
xecutive | . - - FT— o -
’ . Action 4: T th licat f th t.- l -
o the ?ljlreeg_?;,i) 4 Reducing ASRS1 as much as possible ction 0 assess the implications of broadening the remi I:igj:ld no new 31-Mar-13
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ASR6 ALARP Recruitment and retention of Officers by BTP will be disadvantaged by the BTP Pension Scheme
Action Update 2nd March 2011: |t is proposed that this risk be considered
1) Representations made to | Action 1: Make ALARP.
DfT via the British Transport | representation to Action Update 4th Jan 2011: In light of the impact of reduced recruitment over
Police Authority (BTPA) to Department for coming years and the voluntary redundancy package currently offered demand
bring BTP Pension Scheme | Transport (DfT). will be reduced over the coming years. Therefore the probability rating has
into line with those of Home | DfT have requested been reduced to 1.
Office Forces. more information about Action Update 29 November 2010: We are still waiting for the final outcome of
. the difficulties with the the Hutton Review.
Chief work around solution Update 13 September: Secondment between forces was suggested by DfT.
Executive to 3|4 relating to the use of 30-Jun-11 2 2 Initial reaction from BTP was that this was administratively infeasible. Home
the BTPA secondments for Office have agreed to address administrative problems by individual but were
officers transferring not prepared to reopen transfer within the 30 yrs schemes. Transfer for the 35
between BTP and yr scheme bilateral agreement has been signed for England and Wales.
territorial police forces Scotland is in progress. Outcome of Hutton Report due in October may
influence any further way ahead.
Update 17 June 2010: CE to lead on this risk and clarify the options with both
the Home Office and the DfT. The DfT are very clear in correspondence that
the Home Office 30 year scheme will no
Rating last changed: 15 Aug 2007 - Im|
ASR46 ALARP Recessionary pressures on the rail industry lead to an inability of BTP/BTPA to collect revenues from PSA holders in full
Action 1: Quarterly Action Update 2nd March 2011: The DB Regio issue is now reolved. It is
reports to the Finance proposed that this risk be considered ALARP.
Four weekly review of debtors |Group on debt collection Action Update 4th Jan 2011: Analysis of the rail industry suggests that
by BTPA Treasurer recessionary pressures are not as had been anticipated. In 2011/12 charges
Regular liaison with Financial will go down by 2.5%. Debit relating to DB Regio is being dealt with by the DfT.
Directors of PSA holding No financial exposure is expected for the BTPA.
Finance companies Action Update 29 November 2010:BTPA have written to the DfT regarding DB
Director to Bi-monthly meetings with DfT Regio to seek a reduction. DT have authorised a settlement with ATW and
the BTPA 414 i i 31-Mar-11 1 1 AXC. Legal contracts will be drafted. The only outstanding balance from JR will
Loan agreement with DfT in be DB (EWS) and discussions will be opened.
place in case of default Latest Update: 10 September 2010 All PSA holders affected are paying on a
timely basis, with known exceptions (ATW- see SR48 and SR49, AXC,
DB(EWS)). DBRegio Tyne and Wear Metro have had their 2010/11 charges
revised which they have queried. BTPA responded in full to this query 24/05/10,
they are part paying the debt and being met on 20 September 2010.
Risk agreed for inclusion on SRR by BTPA Finance Director
c ASR47 ALARP The 2010-11 charging model imposes increased charges for some PSA holders who subsequently challenge the model
Action 1: Improve Update: This risk is ALARP
scrutiny of the new model Latest update: 14 June 2010 All new model FD's were seen in March 2010, to
Charges are calculated with up |charges for 2010-11 which additional analysis on the new model was provided to explain any
to date data changes in charges. Payments on new charging basis are being received in full
Data integrity is much higher|Action 2: Schedule Except for ATW and AXC who are partially paying debt. Discussions with ATW
than with previous models|programme of meetings are ongoing: SR49
which  were  successfully|with affected Finance Risk agreed for inclusion on SRR by BTPA Finance Director
challenged Directors in March 2010
Finance BTP verification of the data %ﬂzﬁ fgl sglfts
Director to ala and model used defended 30-Jun-10 1 1
the BTPA — - -
Liaison with all Finance
Directors of companies
affected by the model
Establishment of a project
control group
BTP Approval of new charges
Loan agreement with DfT in
place in case of default
ASR54 ALARP There is arisk of the cost of an exceptional operational demand is in excess of the planned budget and operational reserve.
A terrorist attack or natural Action Update 4th Jan 2011: It is proposed that this risk be considered
disaster would be expected to ALARP
be funded by the DfT as Action Update 29 November 2010: The new framework document allows the
Chief evidenced during the July 7™ Authority to draw on the DfT in the event of such a contingency
Executive to 2005 bombings.
the BTPA 212 The contingency fund. sl-Mar-11 ! !
Risk agreed for inclusion on SRR by BTPA Finance Director
ASR53 Open The outcome of the Comprehensive Spending Review and the McNulty review may reduce the revenue and capital that the BTPA can raise. (13/09/10)






Chief
Executive to
the BTPA

Finance
Director
to the
BTPA

CPR and McNulty Review to
be assessed and taken into
account to influence Strategic
Plan, Policing Plan and Budget
by March 2011.

Action 1: BTPA to review
the Command Paper that
was released on 7 March
2012 to assess the
implications for BTP/A

31-Mar-12

Expanding the remit may give
economies of scope and thus
mitigate reduction of service.

BTP currently reviewing
efficiency measures and
prioritising output.

31-Mar-12

Update 3 May 2012: This is being dealt with by the Strategy Group where the
MTFP was presented. This is now considered ALARP.

Update 7 March 2012: The Command paper has been published and is
currently being reviewed internally to identify the implications to BTP/A. A
presentation was given to the Strategy Group on the forthcoming Strategic plan
at the groups last meeting.

Update 8 February 2012: BTPA are yet to see the final version of the
Command paper, but the BTPA have briefed the DfT on their views. The
Strategic plan will contain four themes, and one months consultation is
required.

Update 8 November 2011: McNulty review team reported to the Strategy
group and it's recommendations were adopted. The proposed response is to be
presented to the Authority on 15 Dec, subject to the Authority's decision the
recommendations will be incorporated in the strategic plan. A written response
is to be submitted to the DfT. It has been agreed with the DfT that the Authority
should submit an input to the Command paper.

Update 6 September 2011: A McNulty review group has been set up under the
Update 2 June 2011: Consider the implications at the strategy meeting 14 July

Risk agreed for inclusion on SRR by BTPA Finance Director
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ASR45 Closed | The deficit in the pensions fund valuation for police officers leads to increased charges for and damaged relationships with the rail industry
Action 1: Present valuation to Action Update 12th April 2011: The valuation has been completed and the recovery plan has
Monitoring of issue through Pensions Committee (28 April beep approved. This risk is now closed.
BTPA Meetings 2010) Action Update 2nd March 2011: The recovery plan has been agreed by the Trustee and
Action 2: Review initial valuation additional charges incorperated into the budget. It is proposed that this risk now be considered
with BTP/BTPA and Pensions ALARP.
Monitoring  through Pensions|management Action Update 4th January 2011:The recovery plan has been submitted to the Trustee for
) Committee meetings approval. Subject to such approval it is recommended that this risk be considered ALARP.
Finance Action Update 29 November 2010:Investment strategy to be reviewed and to be presented to the
Director to ala 31-Mar-11 | 2| 3 [&|Authority in Dec 2010. Assumptions on Pensions valuation now agreed by the Authority and the
the BTPA Action 3: Deliver presentation Trustee. The proposed recovery plan to be presented to the Authority in Dec 2010.Risk agreed for
Regular programme of|on the model used to estimate inclusion on SRR by BTPA Treasurer. Repayments have been factored into the BTP budget for
meetings between BTP/BTPA|the pensions deficit to BTPA 2011/12 onwards.
and Pensions|meeting, July 2010 Update: 10 September 2010 Assumptions for the valuation to be presented to the Authority on
Management/Trustee Actuary 30.09.2010. Affordability of recovery plan to be discussed with Authority 30.09.2010. Letter of
Comfort received from DfT. Trustees to discuss the assumptions on 27.10.2010.
Action 4: Review assumptions Deficit has reduced because of CPI /RPI assumptions on Pension increases. External advisors app
Bi-monthly meetings with DfT  |in model and propose funding
caliitinne nicina aviarnal advico
ASR48 | Closed | Inability to collect backdated charges that resulted from the outcome of the Judicial Review causes a budget deficit
Action 1: To meet individually Action Update 11th Apr 2011: The ATW settlement is signed and monies have been recieved.
with PSA holder FD’s and MD’s The DBS agreement has also been signed and monies recieved. There are now no outstanding
to take them through the debts remaining from the JR. This risk is now closed.
judgement and process that lave Action Update 4th Jan 2011: Legal documents are drafted and with legal team for the ATW
led to this point and to explain settlement which is expected to be concluded in Feb 2011. A meeting is to be arranged with EWS.
the charges. This has limited any If unsuccessful an agreement will be reached with the DfT on collection of debt.
challenge driven by confusion or Action Update 29 November 2010: Agreed that £3m outstanding historic debt will be written off
the suddenness of the invoices. and funded by grant in aid from the DfT. Arbitration will no longer be required. Discussion will now
Project control group open with DBS (EWS). Latest update: 10 September 2010 Of the
Action 2:A regular review of £10.8m raised in back charges £7.8m has been recovered. ATW represents the majority of the
Finance Reports to Charging sub-group|debtors with credit control and outstanding debt and discussions are on going. Meeting took place with Arriva Trains division on 15
Director to and BTPA actively chasing outstanding June 2010 - ongoing discussions have resulted in a negotiated settlement - currently with DfT for
the BTPA 413 debts. Sl-Mar-11 | 2| 1 approval. Agreed stay in arbitration process until 30 September 2010. Invoices arising from differen
Action 3: Outstanding balances
Liaison with individual PSAl|fall into different categories, each
holders and parent group are being dealt with (ATW,
EWS, AXC))
Four weekly debt review|Action 4: DfT Grant/Loan
meetings
Loan agreement with DfT in
place in case of default if
enough evidence is provided to
prove all reasonable steps
have been taken to recover
funds
ASR49 Closed | A finding in favour of ATW by the Arbitrator invokes unbudgeted costs for BTPA and invalidates the new charging for those other PSA holders whose charges are derived from
Action 1: To monitor Action Update 11th Apr 2011:An arbitration with ATW is no longer required. A settlement up until
developments with the legal 31.03.2013 has been signed and outstanding monies received. This risk is now closed.
Project control group team Action Update 4th January 2011: An agreement with ATW has been approved by the DfT and is
Action 2:To fully appraise the currently being drafted by our legal team. At this stage it is very unlikely that this agreement will not
Engagement with BTPA|DfT on ATW's refusal to pay — go through.
Finance solicitors included in the loan/grant Action Update Risk agreed for inclusion on SRR by BTPA Treasurer
Director to a3 agreement. 31-Mar-11 | 1| 3 |3 |Latest Update: 10 September 2010 Without Prejudice discussions concluded. With DfT (and
the BTPA Independent review of new Secretary of State) for approval. Decision expected by 24 September 2010. Stay in arbitration
model including relevance to proceedings agreed until 30 September 2010. Charging group will be convened if agreement given
previous arbitration by DfT. If agreement not given then Arbitration will be pursued.
Loan agreement with DfT in Risk agreed for inclusion on SRR by BTPA Finance Director
place in case of default






| | | | | [
C ASR55 | Open | The 2011-12 charging model imposes increased charges for some PSA holders who subsequently challenge the model
Action 1: Improve Action Update 8 Nov 11 All debtors have paid or are paying on an
Charges are calculated|scrutiny of the new agreed basis. This Risk is now closed.
with up to date data model charges for 2011- Action update 6 September 2011: London Midland and Hull Trains have
12 received all information requested and no further queries have been
Data integrity is much Action 2: Schedule_ raise_d. This risk is now considered ALARP as all payments are being
higher than with programme of _meetlngs received _ _ - . Act!on Update 2nd
previous models which w!th affec@ed Finance June 2011: Not withstanding variations in charges this year, all save
Directors in March 2011 London Midland and Hull trains have accepted the new charges which
were successfully : .
challenged suggests t_hat there is a level of tolerable vanatlor!. All PSA H_olders are
. paying their charges in full and therefore the relative probability has been
Elirgsgt%er BTP verification of the Action 3: Ensure all reduced from 4 to 1. We anticipate this risk to be ALARP when London
0 the 4la data and model used shifts in trends are able s 1] 1 B M?dland and Hull Treins queries have been satisf_actorily_ resol\_/ed. London
BTPA to be defended Mldland and Hul_l trelns have raised a number of issues in particular a
o _ _ perceived variation in crime trends that they have recorded when
Liaison with all Finance compared with the information used by the Authority in calculating the
Directors of companies charges. HMIC will be carrying out a crime data quality inspection between
affected by the model Action Update 12th April 2011: London Midland have contacted the Auth
Revised Governance Action Update 4th Jan 2011: Updates on progress are fed into the Finang
procedures Action Update 29 November 2010: Project timetable now agreed by Fina
Loan agreement with
DT in place in case of
default
Risk agreed for inclusion on SRR by BTPA Finance Director
Clos| The Pension scheme for police staff at the end of 2010 may lead to a deficit. This would affect both the Employee and Employer future
ASR58 L
e |contributions (12/04/11)

Pensions valuation
was last completed in
2007. The Joint
contribution rate (JCR)
was increased to 25%.
The movement in
asset values and future
liabilities may lead to a
deficit. The JCR will
need to increase
and/or benefits to the
scheme reduced to
make the scheme
more affordable

Complete

Update 3 May 2012: Risk closed by Liz Pike - Authority Finance Director.
All agreed by the trustee. The next valuation is due 31 December 2013.
Update 12 March 2012: All employees written to. Feedback closes in
April 2012. Trustee of RPS agreed to keep JCR at current level in March
2012. Impact on budget 2012/13 - no change from current levels.
Investments to be reviewed by Punter Southall

Risk therefore now Closed.

Update 8 February 2012: Currently a 7.5m surplus. A proposal to the
BTPA to freeze the JCR was agreed. A letter has been sent to the RPMI
Trustee concerning this. Consultation with employees is due to start
during week commencing 6 February, with an end date of mid-April.
Options are being presented to the Trustee mid-February. Liz is currently
in discussions with the Trustee re de-risking the investments.

Update 8 November 2011: The scheme is in surplus. the results were prg
Update 6 September 2011: Draft results to be presented to the Authority g






Management
Committee meetings
attended by Authority
Finance Director and
Director of Finance
and Corporate
Services

Monitor through
Authority Meetings

Authority Finance
Director meets
regularly with Pensions
Management

External Advice to be
obtained and
presented to
September Authority
meeting

Complete

30-Sep-11

30-Jun-12

Risk agreed for inclusion on SRR by BTPA Finance Director






RISK MATRIX WITH CRITICALITY SCORES (1 -

PROBABILITY

see below

More likely than
not

“

Probable
(©)]

Possible

(2

Remote

(€3]

16) : SCORE = PROBABILITY X IMPACT

Minor Moderate Significant Major
1) 2 3 “4)
IMPACT
see below
IMPACT - TABLE FOR BTP CONCERNS IF THE RISK WERE TO HAPPEN
Safety Reputation Performarlce and Financial
Service
Minimal threat to Cost of 5% of
Minor localised achieving key Dept./ Area /
. - specific Area damage objectives; Or Project budget
Minor Minor injury . .
caused by adverse | slight concerns over |incurred or loss of
local press coverage service level in a funds to that
specific Area amount
S'g:(':fr']‘i::\'/}tnthrkeeat 0 | Cost of 5-10% of
Major localised nieving . Y Dept./ Area/
. objectives; Or !
. - specific Area damage Project budget
Moderate Serious injury stakeholders express | .
caused by adverse — |incurred or loss of
concern at a specific
local press coverage : . funds to that
drop in service level
oy amount
within an Area
Failure to achieve a
key objective; Or | ¢ ot 10.250% of
. stakeholders
Major short-term . ; . Dept./ Area/
write/minute their .
. . . damage caused by Project budget
Significant Single fatality - concern over .
adverse national press L . incurred or loss of
significant drop in
coverage . . funds to that
service level in
amount
several Areas or
Portfolios
. Failure to achieve
Major damage to
. several key
reputation caused by LT Cost of £56m or
. objectives; Or formal .
. . - sustained adverse " . more incurred or
Major Multiple fatalities written notification of
loss of funds to

national press
coverage. Possible
resignations

grave concern by
stakeholders to the
Chief Constable

that amount

PROBABILITY - TABLE FOR THE LIKELIHOOD OF A RISK HAPPENING IN A 36 MONTH PERIOD

Remote

Possible

Probable

More likely than not

Not likely to happen within next|
3years

May happen within
2 -3years

May happen within a year

Likely to happen within 6 months
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BRITISH NOT PROTECTIVELY MARKED Agenda Item 5.3

TRANSPORT
POLICE
Report to: Audit Committee
Agenda item: 5.3
Date: 31 May 2012
Subject: BTP Quarterly Strategic Risk Report
Sponsor: Deputy Chief Constable
For: Information

1. PURPOSE OF PAPER

1.1 To advise members of changes to the British Transport Police (BTP) Strategic Risk
Register (SRR) since the last submission to Audit Committee on 20 March 2012, and
update members on progress in risk management generally. The SRR is attached at

Appendix A and was reviewed by BTP’s Force Management Team on 23 May 2012.

2. BACKGROUND

2.1 The following table indicates the current ratings of all strategic risks:

Probable and

Imminent (4)

Probable (3)

Possible (2)

€Probability =

Remote (1)

Impact & Minor (1) Moderate (2) | Significant (3) Major (4)

2.2 Updates to the remaining Strategic Risks include:
o SRA41 - Disaster Recovery - Risk Rating Unchanged
Work to prepare the Disaster Recovery (DR) suite for the installation of the new servers
has been completed. The servers that will host the DR suite were constructed at FHQ
and transported to Birmingham on 23 May 2012. Pending successful completion of

Page 1 of 4
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testing, this should allow this strategic risk entry to be closed in June 2012. Completion
of the project will also provide an environment for updates and patches to BTP systems

to be tested prior to roll out across the organisation.

e SR56 — Cable Theft - Risk Rating Unchanged
The year end performance on metal theft for 2011-12 showed a 16% reduction in the
number of metal theft offences, the detection rate for which was 17% for live offences

and 25% for non-live with a total of 618 arrests made throughout the year.

BTP participated in a national week of action during March 2012 which involved 303
officers visiting 158 scrap metal dealerships and searching 150. This led to the arrest
of 14 people and the recovery of over 7 tonnes of NWR metal in addition to 120
aluminium beer kegs and 51 kilograms of Scottish power cable. BTP was partnered in
the day of action by 26 territorial police forces from across England, Wales and
Scotland. The next planned National Day of Action takes place over 14 and 15 of May

2012 in line with Railpol, making this a Europe-wide initiative.

BTP’s Fusion Intelligence Unit will over the coming months work closely with partners
including BT, SOCA and the UKBA to identify and develop intelligence around the
exportation of metal and work to disrupt organised criminality involved in metal theft.
Progress has been made in relation to collaboration with the Highways Agency; which
has agreed to provide a dedicated analyst to metal theft, and work to extend similar
arrangements to HMRC are being explored. TfL is also in discussion to place an
analyst within the Fusion Intelligence Unit and it is anticipated that this will be in place

in the near future.

The Fusion Intelligence Unit continues to work closely with the Olympic intelligence
team to identify potentially vulnerable areas around the rail network to inform areas for
onward planning and resourcing. This will act to help minimise disruption during the
Olympic period. The national roll out of Operation Tornado has begun following the
initial success of the pilot scheme and it is anticipated that all ACPO regions will have
introduced it by the end of 2012.
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Finally, work continues to update legislation relating to the scrap metal industry. A
Statute has been in place that will make it a criminal offence for scrap metal dealers to
deal with cash since April 2012. However, this has not received Royal Assent. In the
interim, DfT has allocated £5million to tackling metal theft and BTP is responsible for
this money and governing how it is spent, in line with the strategic objectives that have
been agreed with DfT and the Home Office. A number of bids have been received from

various agencies and police forces across the country.

SR61 — Counter Terrorism - Risk Rating Unchanged

BTP has had the ability to deploy firearms trained officers since 24 February 2012 with
plans to achieve the full complement of firearms trained officers in July 2012. A
recruitment window to establish a body of trained reserve firearms officers has been
opened, and it is planned that recruitment and training will be complete in September
2012. Work continues to identify options to change primary legislation to ensure BTP
has equivalent powers to those of Home Office police forces in relation to the ability to

deploy its firearms capability.

SR62 — Scottish Police Service - Risk Rating Unchanged

This risk rating remains unchanged following submission of the joint BTP and BTPA
response to the Scottish Government consultation in relation to the Police and Fire
Reform (Scotland) Bill. Initial concerns that the content of the Bill would reduce the
powers of BTP officers have been addressed by recognition by both BTP/A and the
Scottish Government of the need for an Order under Section 104 of the Scotland Act.
This will also apply to other police services with cross-border jurisdictions including the

Ministry of Defence police and the Civil Nuclear Constabulary.

SR63 — WAN Project - Risk Rating Unchanged

The majority of BTP sites have now transferred to the new WAN. However, the
extension of the programme of work into 2012/13 has necessitated the provision of
funding to cover the extension of the existing Global Crossing contract. All BTP sites

were assigned priority ratings according to a three point scale (P1 to P3). All P1 sites
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are now on the new WAN, however two P2 and four P3 sites will remain unconnected
at the end of May 2012. Following completion of the project, an end-of-project review

will be commissioned to ensure any areas of learning.

¢ SR64 — Medium-Term Financial Uncertainty - Risk Rating Unchanged
Following consideration of the controls in place to manage this risk including provision
for exit points and early termination of contracts within BTP’s standard terms and
conditions together with the scope of the Medium-Term Financial Plan, all identified
actions have been discharged and the likelihood rating reduced. The risk will be

retained on the SRR for monitoring purposes and will subject to quarterly review.

3 RISK MANAGEMENT PROGRESS
3.1 Progress on other risk management matters include:
o Delivery of two risk management workshops for risk champions and
representatives.
o The Risk Management policy has been updated to better align with the National
Decision Making model and will be published before the end of May 2012.
o A business case considering the worth of the implementation of a risk
management system has been completed. The case has been delivered to the

Head of Strategic Development for further action.

FINANCIAL IMPLICATIONS

4.1 No new financial implications arise as a consequence of this paper.

5 DIVERSITY ISSUES
5.1 The content of this paper relate to the management of risks to business risks and have

no direct impact on any issues related to diversity and equality.

6 RECOMMENDATIONS

6.1 That members note the amendments to the SRR and the update on risk management.
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RISK MATRIX WITH CRITICALITY SCORES (1 - 16) : SCORE = PROBABILITY X IMPACT

Probable
and
Imminent

(4)

Probable
3)

Possible

(2)

PROBABILITY
see below

Remote

(1)

Minor Moderate Significant Major

(1) (2) 3) (4)






IMPACT

see below






IMPACT - TABLE FOR BTP CONCERNS IF THE RISK WERE TO HAPPEN

Performance and

Safety Reputation . Financial
Service
Minimal threat to

Minor localised specific |achieving key objectives;] Cost of 5% of Dept./

Minor Minor injury Area damage caused by _ Or _ Area / Project budget
adverse local press slight concerns over incurred or loss of funds

coverage service level in a specific to that amount
Area
Significant threat to

Major localised specific Jachieving key objectives;| Cost of 5-10% of Dept./

Moderate Serious injury Area damage caused by | Or stakeholders express| Area / Project budget
adverse local press concern at a specific | incurred or loss of funds

coverage drop in service level to that amount
within an Area
Failure to achieve a key
objective; Or
. stakeholders Cost of 10-25% of Dept./
Major short-term damage . : : :
. . . write/minute their Area / Project budget
Significant Single fatality caused by adverse

national press coverage

concern over significant
drop in service level in
several Areas or
Portfolios

incurred or loss of funds
to that amount






Major

Multiple fatalities

Major damage to
reputation caused by
sustained adverse
national press coverage.
Possible resignations

Failure to achieve
several key objectives;
Or formal written
notification of grave
concern by stakeholders
to the Chief Constable

Cost of £5m or more
incurred or loss of funds
to that amount

PROBABILITY - TABLE FOR THE LIKELIHOOD OF A RISK
HAPPENING IN A 36 MONTH PERIOD

Remote

Possible

Probable

Probable and
Immminent

Unlikely to happen
within 3 years
under normal

circumstances, or

requires a specific

and unlikely chain

of events to occur
to happen

Could happen within 3
years under normal
circumstances, or will
happen within this
timeframe unless specific
action is taken to counter
it

Is likely to happen within
3 years under normal
circumstances, or will
happen within a year

unless specific action is

taken to counter it

Is likely to happen within
a year under normal
circumstances or will

happen within the next
six months unless
specific action is taken to
prevent it






Strategic Risk Register RESTRICTED
Original Current
Rating Rating Changes to key indicators:
Estimated/ Estimated Risk - Residual Rating (Increased €
Unit/ Area Risk Owner 2 Status Risk Description, (Date Raised) and Current Controls Mitigating Actions and Progress Closure Date of| Action Owner Closure Date > Unchanged ¢ Ratings 3)
= g 3 Action = g 3 - Dates of Last Update and
E £ % 8 £ g changes to Progress and Rating
2 & - Est. cost/income
SR41 Open | The lack of disaster recovery site impacts upon BTP's ability to deliver a policing service in the event of the loss of the server room at BTP FHQ (added 16 February 2010)
1) Access to the Server room is managed so that only people with a AC“E" L F’lrov:jde space al ag E'meQham forthe DR Servers Leigh Stringer, <:>
need to have access can gain access, this is monitored 24-7 and Work completed to time and budget. Complete Head of
reduces the risk of direct attack. Corpqrale
Services
. ) ) . Action 2: Install servers at DR Location following fit-out by Estates Latest Update: 14 May 2012 Paul Day
szs;zji::rl:,:i;sr(\)/\?r:?cﬁsparr?elcetetgefr:iﬂct:ee;ﬁk ;:J;L:g::g}';;z?:ﬁi In progress, Unix and Windows servers are being built at FHQ, testing of the servers will extend Paul Day. Head Estates work at Birmingham was completed prior to the end of March. Building of the servers at
- ; p - Y s until 21 May 2012 when they are transferred to Birmingham. Following transfer, further testing will|  31-May-12 Y. FHQ continues and they will be transported to Birmingham on 23 May 2012. Installation and final
X Paul Day, H_ead addlt!qn lhe roomis protected by f".e doors Z.ind a separate air- be carried out. of IS&BS testing will follow and should allow this risk to be closed in June 2012. All work has been completed
Director of of Information conditioning system in the case of fire affecting FHQ. to budget.
Corporate Services & 8 Action 3: Load critical systems on to secondary virtualised servers at DR location - 31-May-12 1 4 4 Rating last changed: 20 August 2010, Paul Day
i 2 4 ) . : -May- : \
Resources Bsuusrl)g(;?ts 3) The server room is protected from power failure by a back up Systems are being loaded onto virtualised servers during the build phase, effectively discharging Complete Paul Day, Head Y
generator that will provide an uninterrupted power supply. this action. of IS&BS
Action 4: Establish and test processes for Disaster Recovery when systems have been
4) Arrangements are in place for 24-7 support for the air conditioning|loaded - 31-May-12 | Paul Day, Head
units lessening the risk of thermal cut-outs. The DR servers will be in place on 23 May 2012 and will be subject to a week of testing before the -May- of IS&BS
DR solution is considered 'live'.
5) A budget for the provision of a Disaster Recovery solution in the event
of loss of the server room has been agreed.
SR56 Open | Failure to manage the expectation of the rail industry in relation to cable theft damages stakeholder confidence in BTP (18 February 2011)
Action 1: Contribute to work to update legislation to provide better regulation of the scrap <:>
i . . i metal industry
1) Network Rail has agreed to provide a dedicated stream of funding for|gTp has been fully engaged with the review of legislation covering the scrap metal industry and
Cable Theft for 2011-14. BTP has lead responsibility for governing this|ney egislation is expected to arrive on the Statute books in April 2012. The legislation will prohibif ~30-Jun-12 T/ DCI Murray
money. untraceable cash transactions, and require sellers of scrap metal to provide proof of identity.
Latest update: 25 April 2012 Gill Murray
2) The Analysis desk monitors all crime trends including Cable Theft, and Rating last changed: Not changed
their work supports two teleconferences. Hotspot locations identified by
the team are the subject of operations to detect or prevent crime by both BTP recorded 2,654 crimes of metal theft during 2011-12, which represented a reduction of 507
overt and covert operations, and by the work of crime reduction officers. . . . L . . . crimes (16%). BTP recorded detection rates of 17% for live offences and 25% for non live
) ) ) s ) . |Action 2: To review the adequacy of existing strategies by the end of the financial year ;
The work of crime reduction officers also extends to liaising with the rail 2012/2013 31-Mar-13 T/ DCI Murray arresting a total of 618 people.
industry in relation to target hardening and crime reduction, and advising (= BTP participated in a national week long period of action during March 2012 which involved 303
prior to planned improvement works on the rail network. In addition, officers visiting 158 scrap metal dealerships. This led to 14 arrests and the recovery of over 7
intelligence gathering has been increased with the formation of the tonnes of NWR metal. BTP was partnered in this week of action by 26 territorial police forces .
Fusion Intelligence Unit, further supporting the ability to target operations.| The next planned National Day of Action will take place over 14-15 May 2012 in line with Railpol,
extending coordination across Europe.
Assistant Chief .
Constable  |CM Murray, BTP’s Fusion Intelligence Unit will over the coming months work closely with partners including BT,
itori icing | /D€L Territorial - 4 3 31-Mar-15 3 2 6 |soca and UKBA to identify and develop intelligence around the exportation of metal; and work to
Territorial Policing L P g P )
and Crime | olicing disrupt organised criminality involved in metal theft. Progress has been made in relation to
3) A longstanding operation to address Cable Theft, Operation Leopard collaboration with the Highways Agency; which has agreed to provide a dedicated analyst to metal
is in place, and dedicated teams have been established across the theft, and work to extend similar arrangements to HMRC are being explored. TfL is also in
country. They are supported by a number of initiatives and strategies discussion to place an analyst within the Fusion Intelligence Unit and it is anticipated that this will
including minimum standards for the investigation of cable theft, a cable be in place in the near future.
theft strategy, a cable theft escalation plan, cable theft communication The Fusion Intelligence Unit continues to work closely with the Olympic intelligence team to identify
strategy and forensic strategy. potentially vulnerable areas around the rail network to inform areas for onward planning and
resourcing. This will act to help minimise disruption during the Olympic period. The national roll out
of Operation Tornado has begun following the initial success of the pilot scheme and it is
anticipated that all ACPO regions will have introduced it by the end of 2012.
4) BTP is member of a number of national groups in relation to Cable Finally, work continues to update legislation relating to the scrap metal industry. A Statute has
Theft, including the ACPO Metal Theft Working Group (DCC) and the been in place that will make it a criminal offence for scrap metal dealers to deal with cash since
Network Rail Strategy Group (ACC Pacey). April 2012. However, this has not received Royal Assent. In the interim, DfT have allocated
£5million to tackling metal theft and BTP is responsible for this money and governing how it is
spent, in line with the strategic objectives that have been agreed with DfT and the Home Office. A
number of bids have been received from various agencies and police forces across the country.
24/5/2012 RESTRICTED
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SR61 open |Inability To respond adequately to a Terrorist Attack (Risk Raised 25/07/11)
1) Specialist CT Support Unit. Action 1: Development of a limited Armed capability <:>
2) CT Strategy, tactics and plans in place and aligned with National The project to develop an armed capability has completed this work and the BTP Firearms Unit
policies. commenced operational patrols on 24 February 2012. Achievement of a full complement of 47 Latest Update: 12 April 2012 Phil Trendall
3) CT contingency plans in place. Authorised Firearms Officers is expected by 13 July 2012. 31-Jul-12 Supt Trendall Ratings last changed: 29 February Stephen Goldspink/Phil Trendall
Supt Trendall 4) Business Continuity plans in place. From 3/3(9) to 2/2(4)

Assistant Chief Ug:)u;fgr_a 5) Internal Exercise programme for first line supervisors regarding re- The risk rating was reduced on consideration of the adequacy of BTP's CTSU response capability.
Constable Terrorism emergence of th? threat from _lrISh Republican terrorists, active shooters . ) . ) o ) e This risk was reviewed on 12 April 2012. Delivery of a full complement of 47 Authorised Firearms
Operations s t Unit 3 3 and specific training and tutorials for FCR(L) Duty Officers. Action 2: Explore options to change Primary legislation to give BTP the same flexibility. 31-Mar-13 2 2 4 |Officers and supporting staff is expected by 13 July 2012. A recruitment window to establish a

uppor 6) Participation in the National CT Exercise Programme. with respect to firearms as territorial police forces reserve of trained firearms trained officers has been opened and it is planned that the reserve will
CTSU are preparing an evidence pack for DfT which will set out the implications of BTP officers 31-Mar-13 Supt Trendall be delivered by September 2012.
not being authorised to carry firearms in the same way as territorial police forces. Work has started on a general solution to the issue of BTP officers being licensed to carry arms, to
X X : succeed the current arrangement by which officers are individually licensed by the police force
Action 3: Establish body of reserve officers o ) ) responsible for their home address. This will require a change in primary legislation and is listed as
A furlhgr recrunmer!t window has_ been opengd to re_crl_m offl_cers to porovide an eﬁegtlve reserve 30-Sep-12 a separate action to the establishment of the firearms unit.
capability of approximately 30 officers who will remain in their current roles until required. Supt Trendall
Recruitment and training is planned to extend until September 2012.
SR62 Open |The planned move toward one police force for Scotland reduces the powers of BTP officers to deliver a police service (Risk Raised 17/11/11)
1) Liaison with Scottish Government by ACC and Area Commander. Action 1: Respond to consultation by the Scottish Government on the plan to establish g
one police force for Scotland
ACC McCall has agreed the BTP/BTPA response to the Scottish Government consultation on the Latest Update: 13 April 2012 ACC McCall
impact of the Police and Fire Reform (Scotland) Bill. The response has identified the key risk in Complete ACC MccCall Ratings last changed: 6 March 2012 ACC McCall
. . relation to powers can be controlled by the application of a $104 Order. The response to the From 3/3(9) to 1/3(3)
Asglsta?tglimef ACC McCall, consultation was sent to the Scottish Government on 6 March 2012.
onstable,
Scotland ACC Scotland 2) Membership of ACPOS by ACC McCall. Action 2: Ensure appropriate engagement at a Strategic level with the new Scottish Police _
3 3 Service following the disbandment of ACPOS 30-Jun-13 Ch Su_pt Ellie 31-Mar-13 1 3 3 Risk requested for escalation by Scotland and agreed by FMT 17 November 2011. Risk
ACPOS will continue to exist up to the formation of the new Scottish Police Service in 2013 and Bird assessment and controls agreed by Scotland SMT awaiting sign off by ACC 23 November 2011.
3) Existing links with Scottish police at local level. provide an appropriate forum for strategic engagement with Scottish partner police forces. The Area Commander and the ACC(S) have met with the Scottish Government and have taken
Discussion of the successor arrangements will not be possible prior to the appointment of the the opportunity to express concerns relative to the risk. Similarly the BTPA Chairman Millie
Chief Constable for Scotland. Banerjee has also met with the Scottish Government to express concern. Work ongoing within
Area to secure data which may support identifying locations of concern and liaison ongoing with
NWR and First ScotRail (FSR) to identify critical locations. ACC McCall maintains liaison with
ACPOS as new policing structures develop across Scotland.
SR63 Open |Delays to the implementation of the WAN programme lead to delays in benefit realisation and increased costs due to dual running (Risk Raised 17/11/11)
1) The monthly WAN Project Board and reporting to BTP Programme  |Action 1: Gather information to allow financial provision to be made for the extension of Complete Paul Day, Head ¢>
Board. the Global Crossing Level 3 contract beyond the end of March 2012 of IS&BS
Funding acquired to allow for the contract extension, provision has been made until the end of the
project
2) These meetings are supported by a bi-monthly Programme Board Action 2: Deliver WAN access to all P1 sites Complete Paul Day, Head Latest Update: 14 May 2012 Paul Day
meeting between BTP and BT. All P1 sites have been transferred to the new WAN. of IS&BS Ratings last changed: 7 February Paul Day From 2/2(4) to 4/2(8)
The risk rating had increased in February as a result of delays by the contractor, BT. The WAN has
3) A third tier of weekly meetings held by conference call also exists Action 3: Deliver WAN access to all P2 sites 30-Jun-12 Cliff been connected to all Priority 1, all but three Priority 2 and all but 12 Priority 3 sites. By the end of
Paul Day, Head monitoring progress focusing on: Three P2 sites remain outstanding, with a target completion date of May 2012 for one of them; the| Cunningham, May 2012, two Priority 2 and four Priority 3 sites will be outstanding. All sites will be delivered by
Director of of Information - Project Delivery Teams remaining two sites will be delivered before the end of June 2012. CTO the end of June 2012.
Corporate Services & - BTP project teams -
Resources Business 3| 3 - Management of trouble sites . . . . 31-Jul-12 4 | 2 8
Support 4) Monitoring of data traffic is in place to respond to performance Action 4: Deliver WAN access to all P3 sites 30-Jun-12 Cliff
problems at sites still using the old WAN. 12 P3 sites remain outstanding, with a target completion date of May 2012 for eight of them; the Cunningham,
remaining four sites will be delivered before the end of June 2012. CTO
5) All priority 1 sites are on the new Wide Area Network, with the six Action 5: Deliver Broadband access for those sites for which connection to the WAN is Complete Cliff
sites requiring Broadband connections due to their being unsuitable for |unfeasible due to cost Cunningham,
connection to the WAN also now connected. All 6 sites have had broadband access installed. CTO
Action 6: Ensure Programme Board consider whether an End of Project Review should be 31-Jul-12 Doug Ring,
completed for the WAN Project to ensure any areas of learning are captured Head of Portfolio
Management
Office
SR64 Open [Uncertainty about the state of public finances over the term of the Medium-Term Financial Plan leads to an inability to deliver service levels as planned within budgetary constraints (Risk Raised 07/02/12)
1) Current medium-term financial plan subject to annual update ¢>
2) Programme of Finance Group and Strategy Group meetings Latest Update: 11 May 2012 Simon Hart
Director of Director of Ratings last changed: N/A
Corporate Corporate Risk reviewed am_j iden_tified actions discharged following consi_derati_on_ of the scope of the MTFP
Resources Resources 3 2 6 3) Horizon scanning of developments within the public sector and rail 31-Mar-15 2 2 2 together with the inclusion of brggk clauses and termination points within contracts agreed to
industry BTP's standard terms and conditions. The controls have been updated to better reflect these
arrangements. This risk will be reviewed quarterly.
4) Inclusion of break clauses and termination provisions for all contracts
where standard BTP terms and conditions have been used. In addition,
these are negotiated into contracts where suppliers terms and
conditions are used wherever this is possible.
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